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HIMA. Safety. Nonstop.

Founded in 1908, HIMA develops functional safe solutions
for automation for more than 40 years.

Development, production and installation of safety related
controllers for Process- and Factoryautomation.

The specialization in safety technology requires open and
standardized integration options in 3rd party systems.

Cyber Security is thus also an issue.
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Safety = Functional Safety + Cyber Security.

Protect Humans health - and Environment
The installation must not cause any harm. 156 +
Cyber Security
(4'.:. N /i . . * B, -
! e =0
Confidentiality Integrity Availability
Encryption Signature Segregation

The installation has to be protected against harm.

Safety: Risk = (probability of an accident) x (extent of damage) Safety
Security: Risk = (Vulnerabilities x Threat) x (extent of damage)
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Why Security gains importance in

Automation.

HIMA offers now its 4th generation of SIL4 hard
wired safety systems called PLANAR 4.
no Network, no Programming

In 1997 the HIQuad System was launched.
SIL3, high availability and safeethernet.
segregated Networks, SIL3 Programming

In 2001 the HIMatrix entered the market. SIL3,
small, fast, full distribution via safeethernet.
Integrated shared Networks, SIL3 Programming

2008 the HIMax was introduced. SIL3, NONSTORP,
extremely fast, full distribution via safeethernet.
Integrated shared Networks, SIL3 Programming
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Safety always has been a basic need.

2500 years ago the Scytale was used by the Spartans to
transferred secret messages through a battlefield.

' -2500a Basic Concept of encryption:
01001011  Basic Text
11101110 Key

awi|

XOR Known Operation
10100101 Encrypted Text

The Methods to guarantee security were improved for
generation....

g ... Just as the methods to circumvent this protection.
= - An ultimate Solution will never exist!
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Security is a process. (Plan, Do, Check, Act)

Detect| Risk analysis
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Elements of Security.

sHumans
=  Awareness
= Education...

»Technology
» Infrastructure (e.g. Firewalls)
= Software protection (e.g. Virus Scanners)

= Devices...
=Qperation

=  Work instructions

= Updates...
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Future? Standards.

Many organizations are seeking a standard or
already have regulations.

Others strive for a independent test certificates.

—> Both concepts have to constantly respond to the
changed situation. (moving Target)

Neither user nor manufacturer will be able to follow

) several paths.
AGA FIPS

- A common solution is essential.

TUV- #pe C
SCERT g

SAFETY
NONSTOP 9



That's the situation...

147! RDICULOLS! [Soon:]
WE NEED To DEVELOP
SITUATION: || NE URERSAL SHORRD || SiruATioN:
THERE ARE USE CASES.  ypepun THERE ARE
4 COMPETING Ne i 5 COMPETING
STANDPRD:S. STANDPRDS.

A
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source: http:/fxkecd.com/927/
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The whole organization has to be involved.

Increased networking offers more vulnerabilities.

A = Possible positions of attacker. (7)) = Firewall.
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What now?

Consider what's already been proven in use:

Organizational Measures
- Awareness

Technical Measures
- Defense in the Depth

1. PC-Protection
2. PES-Protection
3. Segregation
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Environment.

Organizational Measures (Awareness)

Increased networking offers more vulnerabilities.
A = Possible positions of attacker. () = Firewall.
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Creating Awareness !
Organizational Measures (Awareness)
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Humans cause failures. 4
Organizational Measures (Awareness)

1. A combination lock on a door offers n =
endless possibilities. t= o

2. As the code should be usable it is n=<owo
limited in length. t="7

3. Often an acoustic signal is generated n=4

to confirm that a button has been t=20736
pressed.

4. The unused buttons get grey (dirty) n=4

in the course of time. t=24

- Organizational Measures to defense the System are mandatory!
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Environment.

Technical Measures (Defense in the Depth)

Increased networking offers more vulnerabilities.
A = Possible positions of attacker. (1) = Firewall.
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Windows Access. S

Technical Measures (Defense in the Depth)

Passwort 2> #
# ?-> Passwort

Rainbow Tables

Passwort 1 -> #1

& / Passwort 2 -> #2
s 2

Passwort 3 -> #3
. J

|
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PC-Schutz. e

Technical Measures (Defense in the Depth)

Follow the principle of
least privilege!

Products of different
vendors avoid common
cause failures.

Application Software

HIPS / AWL
Anti virus software
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Environment.

Technical Measures (Defense in the Depth)

Increased networking offers more vulnerabilities.
Agh = Possible positions of attacker. () = Firewall.
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Protection of Control.
Technical Measures (Defense in the Depth)
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Update documentation . g
Technical Measures (Defense in the Depth)

HiMax
= Port Settings
= Protocols
= Network access

= Network access
= Windows minimal configuration
= Project protection

m Checklist

-> Avoid systematic Failures !
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Environment.

Technical Measures (Defense in the Depth)

Increased networking offers more vulnerabilities.
Agh = Possible positions of attacker. () = Firewall.
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e.g. special Industrial Firewalls. |
Technical Measures (Defense in the Depth)

Tofino Modbus TCP-Enforcer enables read access and
denies write access (to HIMax).

gN 2 AT T O *HMax Server 52 = B[l Node 32 @) Modu| = B
= :
Bl & HIMA Test Network || f(an et Communications [Firewal| ng} HIMA PCs -]
-E ELorT ~J Eoprn
I3 ELOP T Factory The firewall status on the parent Tt J ELOPT Factory—l
-] HIMatrix PES Client|| | | Attributes -J oPC AE
__________ [ HIMatrix RIO Client Global Rules -2 opCDA
[l HMax Client B Talker Rules -2 SILworx
-l HIQuad Client = [ HIMatrix PES Client I x-opC -
,::' - oPC AE 20 HIMA HIMax-HIMatrix|| « | | R
;: ! -5 OPC DA [ HIMatrix RIO Client Z Sped| = O
-y -5 STLworX = 3 x-0pC
e (@ Tofino $9 HIMA HIMax-HIMatrix ﬁ“ﬂ"“ ELOPTI - -
—— [ HIMatrix PES S = SlLworX % mml A m‘ m‘““_“‘wm o
[ HIMatrix RIO = [l HIMax Client £ HIMA HIQUad-OPC-DA (al
sSateetnerne [ HIQuad Server $9 HIMA X-OPC Computer
-5 %-0PC 29 Honeywell CDA o

- Additional measures: IDS, IPS, Honeypots...
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The efficient way to Security for Safety.

» QOrganizational Measures
» Educate Employees
= Access Protection

= Emergency plans

= Technical Measures
= Password protection on each Level
= Segregation of Networks
= Multilayer protection concept for PC and Control

Although there are no established industry standard,
you can already implement a lot of security for safety.
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Thank's for your attention !

Stefan Ditting

Product Management
Phone +49 6202 709-426
Fax +49 6202 709-6426
E-Mail: s.ditting@hima.com

http://www.hima.com/Solutions/Integration_solutions/Security _default.php

security@hima.com
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